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Evolution of Home Networks

• Multiple computers in the home on the rise
– Many ways to network systems together
– Windows and MacOS expedite file sharing

• Concurrent growth in business and personal 
use of the Internet from home

• Security issues are on the rise!!

"Always On" Network Connections

• As availability increases and prices drop, 
more and more homes are being wired for 
ADSL and cable modems

• Always on network connections make your 
home computer/network always exposed
– Most users do not realize their exposure
– Most ISPs do not educate their users
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What's At Risk?

• What might be found on your computer?
– Private communications
– Medical records
– Financial records
– Family information

• The risks?
– Identity theft/fraud
– Your computer as storage
– Your computer used to attack others

A Day in the Life…At Home
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Home users affect Critical 
Infrastructure

• May 5th, 2004
– 24 hours of Sasser
– 70,296 attack attempts
– 15,582 different attackers
– 99.8% from DSL/Cable/Dial users
– Affected flights, shipping, and banking systems

• Unprotected life expectancy < 10 minutes

What Are We Concerned About?

• Viruses
• Trojans
• Worms
• Spyware
• Wireless networking
• Kids' privacy and safety
• Scams, e-fraud
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Some Personal System Guidelines
The situation is not hopeless!!!!!

1. Employ anti-virus software 
2. Employ personal firewall software or hardware
3. Keep your operating system patches up-to-date 
4. Employ spyware-detection software
5. Educate your family and develop safe-networking 

practices
6. Never give out personal information over the Internet 

unless you are very sure to whom you are giving it
7. Never open an e-mail attachment unless it comes from 

someone you know and you are expecting it 
8. Make backups of your critical data

VT INFOSAFE
• VT INFOSAFE is the Vermont InfraGard 

chapter's effort to education home users about the
– Importance of information security
– Potential pitfalls of using the Internet
– Ways to protect oneself on the Internet

• Why do this?
– Residential information security has implications for 

homeland security, law enforcement, and infrastructure 
protection

– We wouldn't let people drive a car without a driver's 
license....

• The first state-wide initiative of its kind


